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ABSTRACT

As IoT devices are widely used at home, IoT automation system that is integrate IoT devices for users’ demand are
gaining populrity. There is automation rule in IoT automation system that is collecting event and command action. But
attacker delay the packet and make time that real state is inconsistent with state recongnized by the system. During the
time, the system does not work correctly by predefined automation rule. There is proposed some detection method for delay
attack, they have limitations for application to IoT systems that are sensitive to traffic volume and battery consumption. This
paper proposes a practical packet delay attack detection technique that can be applied to IoT systems. The proposal scheme
in this paper can recognize that, for example, when a sensor transmits an message, an broadcast packet notifying the
transmission of a message is sent to the Server recognized that event has occurred. For evaluation purposes, an IoT system
implemented using Raspberry Pi was configured, and it was demonstrated that the system can detect packet delay attacks
within an average of 2.2 sec. The experimental results showed a power consumption Overhead of an average of 2.5 mA per
second and a traffic Overhead of 15%. We demonstrate that our method can detect delay attack efficiently compared to
preciously proposed method.

Keywords: IoT, Automation system, Delay attack

Received(08. 08. 2023). Modified(09. 25. 2023), 2014428).
Accepted(09. 25. 2023) t FA2F, 2022572@korea.ac.kr
* o] Ail= 20234 % I3 |EAREARS] AN e ¥ WAIAA}F, donghlee@korea.ac.kr(Corresponding author)

TR AL who} sa=l A7) (No.NRF-2021R1A2C


mailto:2022572@korea.ac.kr

788 [oT A58} A28

Ad 34 &

.M E

HT 922 7 Ak dAelA ToT(Internet of
thing) A& T8It Apgsta ‘Oui 20229
715 43.8%2] A4 IoT A& A Fo|t}(20).
71E ToT A28 ToT Au[EE Aoz Alg-5
Aot oiekst ToT AulE  AHSAEY] Hjol| 2HA
S3ated *]—%K}J- AL 897F HelAwA ToT
automation  systeme] WA=} IoT
automation systemolx& ©]7]1% IoT Aw]dlA]
WS EventS AW & whesla, [oT AWE A
A7F AalEe FE wEl AsAoR WS ToT
R e

[oT automation systemel#] #AE 4 gl&=
Fekdo digt A7) ooket Hok(e.g., AW, T2

)

EF, TAP(Triger-Action Programing) =
Cross-platform..)ell4 - 218=$1eH(12,20].
AE3st T3
o] ¢t}(3,13-19). 71=
EA3 2704

B3, 0% WAah

o
_\'Eo-le

]
Hokdol gt A= 23| =3
253t Aol gk oA+
Al~RE B e At
FTAHE S AR A
Alstodet. BRI AR EAor AAA7]
Zlo| o3t a2 E 34 Wrh Fu et al.o] A+
FAAY 10T A28l AR & AAAA 25
A AAAQ T2 Welsle 340] A=
ArH4). oldl wig #AHPHeR  Keep-alive
Timeout®] A7He Zo]= W3} Applicationsl &
o FFZRZEF TimestampE ZEZ F7lste
A& Akstaict, st Azl W g E
& e, A0 W wARE FAG o F
vlwaly] witel FAARY] FREAE

Wy
5

+ O

i
ok
o

Aokgte}, #|gk vPH-S Event /
7V Asd o, ARE A AT FEAE 381
Azl Az A] Fzlo] H4EE

< d=Hzle)Et
L= Event / Command WAA7} E2s}A] ¢
o Aad FAo] MAsHEE TAT F U5S B
3l

2.1 Cross-Rule-Interference

Smart Home systemol|A& #AHE3F 148 &
sled o]7]F8] ToT A5 E3ste] +8317] witol
B Yol A A3t FE7 i eE A
3= 913S Cross-Rule-Interferencez} 3} o]
of gk A7t 3] o] FeIA|a 3ich(3,14-19).

Chi et al.= 55¢ FHE Applicationzte
A = gle H%E AAeE EAFa, olF
CAI(Cross-App Interference)z} 3Fsit(14).
CAI+= IoT automation systemellA] £ Z71e|
A AgEe el fEEAY, 54 218§k

el

g]cg];q o}g Exlo] uLxﬂ*s‘j_L _/,: M%

£ 2ol TV AxS o, 2271 30%= °Vc}°l“d
A odof=h oF "TVZE AXE o, wzk 2w
e 2okt H7b e=d 2t 30% o)Al
7oA S =EA] o2 FAto] WAE 4= glrh

Celik et al 2=

H3jo] W4T & 9l 4



14 By EB‘]— §]

7] (2023. 10)

789

O

| A5 AHgATL ARE Ao TR Ao
Moz Uslel AT 5 Sl AFE TRAsAT,
Tl oJsjo] W ToT dlAA A% Fekolt
WA AR TeiaA e

_\

=

2.2 loT MIMIX| x| 34

Fu et al.= IoT automation systemol 3
e A7l FAAE 7PEkaL, o|25E A
= Y%E& Adstsiet4). FHAFle] AA=H
IoT /‘]/\Eé!% Condition—Trigger—Action% A
Yt of2A el AR ol
52 SRl WA oxE F
5 g, ole} 2 AvE] o=
7]Z Uﬂ*ﬂZ]E H718= 343 tf2A Time-out
T 34 Bl dag 5AE HAATIA] ol '
7} ef&@et

Fu et al. 9792 A7 #d 349 gAHe
2 Event / Command AA]el] digh
sl3, Keep-alive #IAIxe] 1AL ZFole W
Time stampe #lsh= W4 .
o] dollA Algkat ®AHPH-E ghAH o] w3

PhE AT S A5 Aeden

sk
4
32

_Qi i

B! Timestampg vﬂxﬂx] Jli Z27)5ka
FAAL ol gelgict, spA|ut o] Wiy FAlat
oAl Eelgt o]F FH o] HAE] wiio, ¥
A= W 2 de YA S 9}

“ o]

Ranganathan et al.& o[¥lE A|7l3} 4 /H Eﬂ
olelE A3 ZHF 4 v Azt w73 =2
5 A BAEIATHLT). siRuE AbgEal IoT
systemdl] 8371 ZREZS Aokl &8
7} slth. Jiang et al.¥ IoT automation
systemel|A WAleld 7[ukew A7AS w3
T+ dE AR gardd Este] xdyge w4
s whlS Alekslelnh(16). AR AW RIS 7
o2 g MAlgd WS FAAE WARE T

A& x]al o]F AMulo] 27o] & u o]AlL x|

ri

o

o
o

of

3]

& 347 B 94

95l
S qlen gt FHE
],

28 wjulch QB g ok

3.1 Smart Home&H&

HE/3

Fig. 1.3 ko]

9| |oT automation system

Smart HomeZH4 o4 10T

automation system® YWE$|z T4 A7l A

A% 91719} 10T Awlvh

e} Ve 4 ek
A7 A% 9ol upe} TR A HA = }
S2ke] ToT Auleh 22 vj=e)z thede] Awg A

Aske 22 Anp)

homekitt}
Assistant7}

open
SuTH22,23).

stk HEAe

source=

CCER EREREE)

Apple

A== Home
T WA AR U E

92 H93} o2 vlEY =] AAF Cloud Aw7k

olth.  Samsungellx A sh=

Smartthings4

AmazonelA] AFEH= AWS LoT7h 9leh24,25).

IoT )7} AQste vEYZ BAle uje}l Uiy
o WiFig A98ks e ohd A& s 4= 9)
ot WiFi& AH8-8k= #Avl= Home WiFi Router

ol WiFig ARg-ste] 7=

, Zigbee / Zwaves

AHEsle A= [oT hub / Bridge®}t Zigbee /

Zwaves AR&slo] A=)
Bridge= WiFi&

14% [oT hub /
A48t Home WiFi Router

o] AA=} Routers 22 AWE WiFig AH-s)

of dA¥, &

- 3 oA Fxbel=

IoT AH

2}-9¥] 7o we} WANS AH [oT Awz 2

i

—

_/}:r/]_
ST,

Home Network Area

-~

HJ )

Wifi based device

Home wifi }

Router

o

i Zigbee/Zwave
*.., based device

IoT hub
/ bridge

—>®§

Local Server

> Cloud
server

Fig. 1. Network of loT Systems According to
Server Location



790 [oT A58} A28

Ad 34 &

3.2 X33 &

Fig. 2.+ Apple Homekitoll4 =53} F2&
s olFeAlo]d spdolr). e]e} o] ToT
automation systemellA& 253l 72 43}
of IoT AH|E 88} 253t 2L ElE HE
zlol= 9led =A Trigger - Condition -
Action &2 o]Folx gt} ofw Apzle] HhAysle]
IoT AmlellA] =AA7} ToT MW E HEE™H A=
o5 Trigger® &3} ou] UFHHE AR E
Event wWAX|2ta gc}h. Trigger7} A= A
o A= Event #l4#A& ConditionoZ &85}
of Al AR AFst A A, AR w3
o} Fow ke Actiond Felsla Fzto] 2
23 [oT A= A7l AFgc) old, IoT A
2 s J71S Command A=l g
ukek AR o2 AdEw ActionS A et}

w

.3 EZHXF 3A(man in the middle attack)
=714 @A 771°1%°1 IR o =
A& wAY =4

G357 w FT. 6357

< Add conditions L4

et TiME + Motify someone

Device status
o's Run scones
Member location

@ Contred devices

2 A9 7|¥We® ARP  Spoofing, DNS
tﬂol L%E] 01—;:]];] 01:]1 7J'— 7]
gt °4:rL7} hibs] zl3g=a 9l

2
e}
(@}
(@)
=
jo]
[0)e]
o[r[
2
13

ARP spoofing &
FE R S g

4.1 NAg By

Smart Home 272 IoT automation A|Z~®l

of e 2l AR8-st= ToT Al ToT Aol wh
I 6357 e
Add action Cancal Edit automation

If

Al canditions

» Multipurpose Sensor (Mudroom]

 Change this location's mode

This member is at Home

Lecation mode n© Change the Security mode #, o

Then

B Family Room [Living room)
Send notification to members
Run scenes

Change security mode

Fig. 2. Structure of Automation Rule in SamSung SmartThings Application(26)



0058374 (2023. 10) 791
2t 7P fFEow ERdch "A ToT At ToT oA shte] WiFizjah Au)E Alolsta, o] A&
Ae] 2 FAdg vEQI oo AT A dtol WiFi Ed¥E &x3dch, 3A%= d=shd
IoT 7wle} ToT AWzt vt viEH = B 914 EF2] wetdole(e.g. A &Y, Aol ®=E.)

g AR TS ook £ =Rl 4 2714
744 B5E aEgcl

[oT A#Ig} [oT A¥7F B5F Fd3 UEH= o
Aol 91x8t 7= Zigbee / Zwave FAl 7|ut A
Hl+= [oT hub / bridges} 2=z, WiFi §41
74k Aa)el [oT hub / bridge® WiFi AP} <1
ZA=le] ToT A1#el A& g} [oT Awlet
IoT A¥7} o8 UEHZ e A& A= =
$E == geEe 988 5= WiFi AP7} o2
vES=Z dido] $x8 [oT MW= dzle st
t}.

[oT A¥l= oW EZ} WA, Event message
= AAsle] ToT AWE AL}, [oT Aue A
12 Event messageE Trigger® 3t #H53t
AL gttt 2535 3 F 3 el slv

Command "IAA S slgsles [oT AME A

o,

S =)

=3

cl
=

1

N

2

OH

2%}

{0

47

lo

3%+ Timeout & ¢
AFNA aL, FAEER] ToT ¥l / 4
/ Command ®AAZ #|dA7]&
A2 TCP / IPE &&3e] wA#|
automation systeme|ct.

olfg FxE Sl ¥4

‘”lm n
mi E

318 3
[}
Z}= Smart Home 273

b) Action
Delay attack

a) State-update
Delay attack

= B3] Event / Command ®AA 2 253}

T3

(4-6).
< 7tEA .
=2 2A

So’—7=‘ x].l:

a28]3 Time-out Al7He &3

017(4A]7]— x]Oi

<
T

=4 W 1T el TCP

sh7le] 441

%38te] Timeout wAA7} wHAs}A]

el HellA Azle A|dAA 5 sl

4.3 34 AlLi2I

Fig. 3.& 47M

it
AR
A

SRS
e

elsle] Delay attack(i.e.,
State-update Delay attack, Action Delay

attack, Suprious  Execution, Disabled
Execution)< Yepiic},
State-update Delay attack FAA =

Event "IAA|E XA A4 Evento|t

Qe 5 A
- Action Delay attack
X2 5 A 7] =

g},

© FAA= Command
Event #WAA] & #1354

v, 4% Command ®HAAS A adske] [oT
7] E2hg x el

Spurious

Excution
Event #AAE Aadgi},

]E.

Condition =+
=3 Tigger

7} 23S o], Conditione EUx7} 24
sle] 10T AMel4 Command®A RS &4
g}l Fig. 3.9 dAE 9, AREA7E Aol

¢) Supurious
Execution

d) Disabled
Execution

when the door opened(A) Trig_ger : motion is detected(B)
Action : turn on the camera(C)
Ww/O W/0
Attack Attack
e e _I_I_’
A B C
™ c;'l
elay
e delay‘ W <
Attack LY Attack <
| B ] L
L] L3 L] Ll
A B C

Trigger : motion is detected (D)
Condition : user is home(E)

* User is away(F)

Action : Open the door(G)

W/O
Attack

Trigger : the dooris closed (H)
Condition : the lock is unlocked(I)
Action : lock the door(J)

W/O
Attack

Fig. 3. Delay Attack Types



792 [oT A58} A28

Ad 34 &

A Blelydtl = Event wIAAIE A AAA, &
Zl9lo] HWAYS w AREAPE Al EAlgc)]
2l Condtion2Z <IAEIE=E 3t} [oT A

e A A" Abgst el wet 5 of
= Command HAA& A A7}

- Disabled Excution : Spurious Excution
I v]&EA] e, "2 ActionS HAAI7]A]
%¥EE Condtions A&t} Fig. 3.9 A
AlE BH FARE A7 9 Event
AR S A AR [oT AME o] 23l
Trigger7} S o FaAw7t o|v] A
sArhar qlAjghe}, wheba ol A7l Actions

L

HANTNA] =

2 el Fig 4.9 Ave) e webd Ag
A} 471 3A el dheted FAel gl
3 gAe] Gl g mF s AR
498 AT 5 ol AR duboz A

ol

of ox o
}-J

3
A

6]—1;]. .

FAAE FEE AAdS wE7] Aol Ad S
Aet7] ol#lE ol ToT AlglellA sf7lo] o
FEAEA & §7] el dubHel Al
A7E Skl A ThEA o k3 AR

T Sirh shARE BREsfA

N

off flo off aZ o
)
f”w—‘

Ak S Event wWAA =& Command ™
e o wAR] FAESEE Al I
< et HEY Jﬂ%lt FAA} 7IEA 5
= dlolE]E A AFolA BECIAEE HI
283 Y7 Event @ Command wlAx]<}
ARgE U ES) T4 AFEe] Al fA8E WEY
. olE F3ll HFle] gEAe= A
VENZ Aoz A =A8R=A

o 4 2
o HE L) N
qr 2
>t
N
_ rie
i

:tf o ¥

4 o I
%0,
ERON

__E,jHiE% 9t B E=Roie
ICMP Z2EZS ALgste] Faslgch. ICMP =
REZS YEYT EA BAE zgsi=d AlLdl
o}, S £ =R [CMP ZR2EZS thed
BREARES SIF =FE AR dubAel
ICMP Z2EZ9] Zalo 9J3ks Fx| 7] ¢3}e]
Types Reserved 3tel(44) 22 Alg-3shict.

s

-

5.1 Event HMIX] BEA|

Fig. 5.& Event wAA HA Sequence
diagramelel. IoT #A¥lE Event wlAIXE W43
Wl Fig. 5.4% Event "AAl &3 Time
stampE Hash &5l Yo F53 3t
TimestampE Broadcast FZlell o] whisic}
[oT MM Al AR E vlaste] 71538}, oy,
A7 BEvent  WAAE AAAZCH,
Broadcast {77t =&AL =Ho] [oT AWM=
Delay attacks ©x& 4 3t}

E : Event message B : delayed message
C: Command message : disabled Execution
: generated Execution

a) State-update b) Action ¢) Spurious d) Disabled
delay attack delay attack Execution Execution
wW/O
Attack
| | | || | | I | | | .
| | 1 1 | I 1 11 |l | i
E E E C HE € E* H G E E C B H £
N AN AN AN
W delay delay delay delay
X X Y Y
Attack
| | || L | 53 L1 1 B »
| | 11 11 | R T | | B g
E E E C HE C E’ EE E E C E: B €

Fig. 4. Attack scenario



AR5 =

‘ IoT device ‘

1) Event message

I 3) Hash (msg & salf)
4) Broadcast message
with hash(msg & salt) and timestamp

2] (2023. 10) 793
‘ IoT Server ‘
1
par |
rD: 2) Hash (msg & salt)
L

[IL_lz 5) verify

ﬂ’y [hash value == hash value in broadcastmsg]
Ijz 6) Remove hashed value
1
[Current Time — Timestamp > 2sec]
1

opt

[:]z 6) Delay Attack detect

Fig. 5. Sequence diagram when sending Event message

5.2 Command HMX|] E:SA|

Fig. 6.+
diagrame]t}.

IoT Anvld w3t} Command HA]A

IoT Al ]
Yol el

W, ol

Aok, Broadeast HA & FAlshA] 3

3Es 7)o
—_l——B‘ Z

Command wAA] 44 Sequence

IoT Aw) 7}
Algh

A|A] 8- Tlmestamp%}* Hash
3k 22 Broadcast |7l geq
ZA27F Command #IAAE A4
gt ToT A

Command A=

H7} Delay attacks ©# 3 4= 9o},

‘ IoT device ‘

1) Command message

VI. ® 7}
6.1 A &

At W] HJrE 98] ToT A="e ToT &
Hle} g9E, [oT AME Z=wgge]2 F3s
t}. Table 22 7}7F ARt w9} s An]7})
A&7 AEYoldsts 98-S et AE 4
X2 Overhead A A=

3" Monsoon
Power

Monitorg AH3FATH21).  Monsoon
Power Monitor= BEWEEZE F2Feh= Aol
g 42w AY¥E s $52 AgEn gtk
Fig. 743 ToT #¥] 9L sh= zdz|ge]&
Monsoon Power Monitor Al 35 AolEz o
Aste] 454 VE Sksta, EAE delEe

=
=

‘ [oT Server ‘
I

<
I 3) Hash (msg & salt)

4) Broadcast message with hash(msg & salt)

E:[: 2) Hash (msg & salt)

> {JI__'Z 5) verify

1
OPTJ [hash value = hash value in broadcastmsg]|

w 6) Remove hashed value

1
OPt/l [Current Time — Timestamp > 2sec]

[:]z 6) Delay Attack detect

Fig. 6. Sequence diagram when sending Command message



794 ToT 73} Al2le] Al 34 ©x)

Rasberry pi #2
-Router

~ Rasberry pi #3  Rasberry pi #4  Rasberry pi #5 4
 -Router -IoT device -I0T device ||
\. (Server) 1 (attacker) ' (sensor) i

Fig. 7. Experimental setup

ul

Monsoon Power Monitore} USBZ <1723 =
FollA wAlEh A" A 734 Fig. 3. AlY
29| w2l Event #lAA¢} Command ®IAAZ
staL, FAA = ARA R wAAE A gt}

:

=20

(e

Fig. 4.9] 34 Alve] e wet 4714 34 73
of tiste] 1,200W AglS A&Pslodct. Al =187t
IoT A= AgE  Adeled o2} Event
MessagesS AW E A$sigion], BHREoijjrE 3
721& 7 AFstdcl. IoT Awl7F Command
Messages FAIE Agole HRE~E wAAE
uhgslginh [oT Avle HEEfAE g7le dhe
AIZHE] 7Y o eAQl A oAR-E FelEin)
Ag Ax vgAE *'7—3.% Ao FAzL =
Aoz Addt drle = %LZ]?’P"E}

Fig. 8.2 47k ¥4 #F3el st & A7
vehd g zolt) B Lv“:fﬂw Agkgk whle] 7
ol Wizt Ad o R-5 Falshs we]r] wiiel,

T4 T8l wel g A7) fovlsiAl HEbA] A

worer, i 2.20x WE A& =39

Detection time(sec)

2.16

getay de\'a‘J

poaon

ut'\o‘\
Gpuriot® exeC

pisd

Type of delay attack

Fig. 8. Detection time of delay attack

6.3 7|& Delay Attack Detection} H|u

Table

1=

Delay attack &4 f34 7
A A} B =tell A AlQk W] v g epdch
ML 7]4k] Delay attack ®A& oWl E

o] WL o

Time interval& 1#l3kc}(16).
A9} ##Ho] 9l Spurious Execution attack
3} Disabled attacks ®x|7} 7bssiA|Rt, 534
o2 WAIEl= State-update Delay attack¥}
@27F Erbssl
Timestamps E3 ©A+ 4714 3473
g 4 glev} State-update Delay attacks}

Action Delay

Action Delay attack, Spurious Execution
2 &I

WA a1

attack2

o13ir}(4)

<]

Fig.

o

=R

emcuﬂo\'\

fo

|

e

[

3.9

Spurious Execution +4<% oz 4 +4x:=

Event wWAAE delay AlZlth. 10T A&
Table 1. Evaluation by detection method

State-update Action Spurious Disabled

Delay attack Delay attack Execution Execution
ML based(17] X X O O
Timestamp checking(3) A A A 0
Shortening timeout(3) ) 0 0 0
Proposed method O O (0] (6]

oL



AR R 53| =74 (2023, 10) 795
Table 2. Experimental environment 6.4 HHE{2| A2 Overhead

RoutDei\EEZme) Os Model Fig. 8.9 Aol $143 aejzs 2 E=FolA
A WS AE3kE Aot AL ks
Router(Server) S A%l mE 2R ARG HolETh b A%
Lo Sorver Raspberr R SF ohE wan b e su 4R 349
(attacker) (RAM 2GB) Aow, oM Es} WAEA| b= A7bEt U AR
ToT dovieo AF7E SAEAG. AL s A4S | 29
(sensor) Hat AR AFE= 411.4 mAR AU, Ak vt
HE vHE43S v 408.9 mAR =9 I 2.5

Command WAAE A3g o]Fo Event ®AA| mA2] 4% AF Overhead”} wHAzc}.
£ $Alsl2 Timestamp®  FelsA o Fig. 9.9 sldtel $x& =& Delay
Shortening timeout® ¥38 Delay attack %4 attack® 47K4 f¥& EF ¥4 & e
= v 34 73 BRE SR Qdrhd). e Shortening timeout W& 431318 359 &
WS Application #1%-2] Hearbeat™A1#] A% el A AljE WS AEsds Ao AR AR
RS Fol= WHoE FHg). AR o] Wi = a3 gzl AYS ¢Jsle] Keep-alive

WEle] Zmsh Edgeel W ToT Aol 43}
7)ol ofel ol sirh. olol vt B7k 6.4 Al
Sl Hrhe, B Rl AR B ) 2
$9e 25 222 ) o BANE

timeS 5xZ AA3sHArl. Shortening timeout
WS H43519ls = o|WES} HAYS w 7}

28 AR7E A=A AR oW ES}
AR s Fetell Keep-alive wlA1A]9] 4241

an ARH ZYsg

a70

a60

450

Mean mA

a30
420 o

a10

400 + I‘ ~

apply method
no method

Fa7vo

Faso

- @00

Time

Faso
aao
aso
- azo
| l Fal10
1™l AP
400 50

o

480

as0

Mean mA

420

400 o

“ I ]M

i

apply method
keep-alive time Ssec

L avo
Faco

taso

I

1“ U

Fig.

Time

]

9. Power Consumption Measurement



796

ToT A153} A|25e]

A 34

idl

Keep-alive 5% AH44A 2% I Lx AFE
424.5 mAR 2 =] Al W (411.4 mA)
t} 13.1 mA7} A 2A4=9c}

welelo] w7k 0T Al wlee] Amaks
ol7] 1%k oy s W& Agsied, dxA
Aol Aot A mE [oT A2 F4%
)
o

o, N{N hid

O~

v A7 Ao v &
oty s
&R o7 EAlo] 3
Al7te]

[ e
3
i)
Mo

Shortening
I 9 3l7] ol

2H O}Z]J— Xéﬁ:]}?_li_./]

6.5 EaE Overhead

[oT Anle] ARkl w2 E#¥ Overheads &
Ask= Aot Aot WS Eventtt Command
XA HAA] 10 FFle] FrbE AR B =
Fol|A] F&g HR2HIAAE IPFE 94 byteR I
3t 34 byte¢l dlo|E 60 byteZ o]Fol# glr}
dlo]el= 34 7k 32 byte$} Timestamp 28 byte
2 FA=e] 9l

Table 3.2 2 =il Algk wbdy} 7]&
Shortening timeout wWel] oiFt
Overhead® &#%3 Zolt}. Fig. 6. #AE
A AveleE 13 #ds= 20+ 59 Event
Command ®IAA& 16W AR, o]
EFGL = 8,149 byte ATt Algk v
Ag3 A vREAHAE IFlo] 1504 byte F7}
2 QA= AA =289 9,653 byter} s
th B o=RelM Al wHE HEskx $okg o

A7

[
=
1<)

ot N2 of

o5
. &

p

(8,149 byte)el wlzled 18.46%°] Overhead®
WA A7l Shortening timeout WS #-4-3)9]
& ul= 5%"kt} Keep-alive request (68 byte),
Keep-alive response(68 byte) ®Ax]7} 2aygk
t} Fdd 34 AR LE 208 Fob Ay AS
EfH F 39,301 byte T8I, Shortening
timeout W& A&34A ‘3%3}?:: “119] E=F

Table 3. Traffic Overhead based on method

Table 4. Traffic Overhead based on using interval

i Traffic voulme(byte)
Using Overhead
interval non= apply (%)
apply our method
120sec 5.352 6,261 16.98
60sec 7,882 9,666 22.63
30sec 12,363 16,209 31.11
20sec 16,896 22,557 33.50
10sec 30,545 41,399 35.53
bsec 57,126 78,965 38.23

(8,149 byte)el Hl3le] 382.28% Overhead”} *#

Aslsie},

Table 4.=

e L B =i e I '
Overhead<! 16.98%7}
A FAse Aol 7
38.23%7}F A =90c).

] ARAINE aHF o, B =il At W

Ak wiele] ToT A
o W2 =g Overheads A3

= 71E =welA

Overhead%

Ak APy

L,

2 =d

3T

=
=

o,
fu}

7

H|sle]  Egds
AA A7} Event-triggertt
o7 2A3ly] wdel IoT A ARgeked ulet

A

N
oft
ot

ol
2

-

o

rlo

X
&
=
Lo~ o

E

18

S5z} g
Overhead®!

=

<3

(M 1> 18 2E

@2 Overhead”} ¥Walsl= 22 zhalsleic).

VII. MISFAL

B r].m
r% 2
o ]
% e
—_i

2
i
i
s

!
-
ng é
t
Sk
Ao
ol

S

B
o

3
3
o

S} al
S x S

>~

i
o
ok,

T
>,
op
= o
zd
— i OIN

ot L

a

oA

s ol

,9_
=

el

o

=

=
s
L

1n s

ol

o 4 |o
rﬁL” ¢
o

rlo

o7

o e

A7l A

dlo

Fstel] el

qapol ojd wei=)Al okt
A A Sets
e A=) A7 Ade] 3}

13471] AA| A A A

false alarm=

FECERT A
o2 Qg delEl A S= A3} 5
T21% QA7) ol Fol Ao} B,

[
e &

Aol AR
AA| 349

Traffic voulme Overhead
Method (byte) %)
Shortening
timeout (4] 39.301 382.28
our method 9,653 18.46

H =72 JoT automation SystemellA] H7&
S = 9le 34S B EE ks Al

T e A1 B S sl ToT %



AR B 533 (2023. 10) 797

uﬂa;z— gt A7 w49
cr o) wele) A o) 2 e

22 & 5 gldled, ¥
o] oo FeH
o} At wpeo g Q3 4% HF Overhead= I
T 2.5 mAZ "Hsglen Event 2Hnkl 94
byted E#:F Overhead’} wAstgon 71& =
ol vjste] agAoR FAS WA F dSS W

et}
References

(1) Morsy, Sabah M., et al., "D-ARP: An
Efficient Scheme to Detect and Preven
t ARP Spoofing.” IEEE Access, 10, pp.
49142-49153, May. 2022.

[2) Prasad, Arvind, et al., "Defending AR
P Spoofing-based MitM Attack using
Machine Learning and Device Profilin
g.” 2022 International Conference on C
omputing, Communication, and Intellig
ent Systems (ICCCIS). pp. 978-982, N
ov. 2022.

(3) Celik, Z. Berkay, et al., "ToTGuard: D
ynamic Enforcement of Security and S
afety Policy in Commodity IoT.” Netwo
rk and Distributed Systems Security
(NDSS) Symposium. pp. 24-27, Feb. 2
019.

(4) Fu, Chenglong, et al.,
lay attacks: Demystifying and exploiti
ng iot timeout behaviors.” 2022 52nd A
nnual IEEE/IFIP International Confere
nce on Dependable Systems and Netw
orks (DSN). pp. 428-440, Jun. 2022.

(5] Acar, Abbas, et al.,
your smart home activities, even encry
pted!.” Proceedings of the 13th ACM C
onference on Security and Privacy in

"lot phantom-de

"Peek-a-boo: I see

Wireless and Mobile Networks. pp. 20
7-218, July. 2020.

(6) Luo, Yuan, et al.,
v leakage analysis through inferring a
pps in smart home iot.” IEEE Internet
of Things Journal vol. 8, no. 4, pp. 27
36-2750, Aug. 2020.

(7] Wang, Qi, et al., "Fear and logging in
the internet of things.” Network and
Distributed Systems (NDSS) Symposiu
m. pp. 18-21, Feb. 2018.

(8) Celik, Z. Berkay, et al.,
mated {IoT} safety and security analys
is.” 2018 USENIX Annual Technical Co
nference (USENIX ATC 18). pp. 147-1
58, July. 2018.

(9) Hariri, Ali, Nicolas Giannelos, et al., ”

"Context-rich privac

"Soteria: Auto

Selective forwarding attack on iot hom
e security kits.” Computer Security: E
SORICS 2019 International Workshop
s, CyberICPS, SECPRE, SPOSE, and
ADIoT, Luxembourg City, Luxembour
g. pp. 26-27, Sep. 2019.

(10) OConnor, T. J., William Enck, et al., ”
Blinded and confused: uncovering syst
emic flaws in device telemetry for sma
rt-home internet of things.” Proceedin
gs of the 12th Conference on Security
and Privacy in Wireless and Mobile N
etworks. pp. 140-150, May. 2019.

(11) Huang, Danny Yuxing, et al.,
ector: Crowdsourcing labeled network

"Tot insp

traffic from smart home devices at sca
le.” Proceedings of the ACM on Interac
tive, Mobile, Wearable and Ubiquitous
Technologies, vol. 4, no. 2, pp. 1-21, J
un. 2020.

(12) Zhang, Pengfei, et al.,
of things (slot): Mitigating localization
spoofing attacks in the internet of thi

gs.” IEEE Internet of Things Journal,

vol. 4, no. 6, pp. 2199-2206, Dec. 201
7.

(13) Alhanahnah, Mohannad, et al., "Scala

"Secure location



798

ToT 753t A=) x| 34 &

ble analysis of interaction threats in i
ot systems.” Proceedings of the 29th A
CM SIGSOFT international symposium
on software testing and analysis. pp.
272-285, Jul. 2020.

Chi, Haotian, et al., "Cross-app interf
erence threats in smart homes: Catego
rization, detection and handling.” 2020
50th Annual IEEE/IFIP International
Conference on Dependable Systems an
d Networks (DSN). pp. 411-423, Jul. 2
020.

Wang, Qi, et al., "Charting the attack
surface of trigger-action IoT platforms.
" Proceedings of the 2019 ACM SIGSA
C conference on computer and commun
ications security. pp. 1439-1453, Nov.
2019.

Jiang, Chenxu, et al., "Effective Anom
aly Detection in Smart Home by Integ
rating Event Time Intervals.” Procedia
Computer Science. Vol. 210, pp. 53-60,
Oct. 2020.

Ranganathan, Prakash, and Kendall N
ygard. "Time synchronization in wirele
ss sensor networks: A survey.” Interna
tional Journal of Ubiquitous Computin
g. vo. 5, no. 1, pp. 92-102, Jun. 2019.
Huang, Danny Yuxing, et al., "Tot insp
ector: Crowdsourcing labeled network
traffic from smart home devices at sca
le.” Proceedings of the ACM on Interac
tive, Mobile, Wearable and Ubiquitous
Technologies. vol. 4, no. 2, pp. 1-21. J
un. 2020.

Kodali, Ravi Kishore, et al., "IoT base
d smart security and home automation
system.” 2016 international conference
on computing, communication and aut
omation (ICCCA). pp. 1286-1289. Apr.
2016.

(20)

(22)

(25)

(26)

Statista, “Smart Home - Market Data
& Forecast 2022", https://www.statist
a.com/study/42112/smart-home-report/
accessed, 2023.07.18

Msoon, ‘Low Voltage Power Monitor Pr
oduct Documentation”, https://www.ms
oon.com/lvpm-product-documentation,
accessed 2023.07.18

Apple, “Create scenes and automations
with the Home app’, https://support.a
pple.com/en-us/HT208940, accessed 20
23.07.18

Home Assistant, "Automating Home As
sistant”, https://www.home-assistant.i
o/docs/automation/, accessed 2023.07.1
8

SAMSUNG, “Setting up an Automation
in Samsung SmartThings’, https://ww
w.samsung.com/sg/support/mobile-devi
ces/setting-up-an-automation-in-samsu
ng-smartthings-with-certain-time-and-
device-condition/, accessed 2023.07.18
AMAZON, "AWS IoT for the Connected
Home", https://aws.amazon.com/ko/iot
/solutions/connected-home/, accessed 2
023.07.18

The ambient, “Samsung SmartThings:
Use the app, features and hubs for a
better smart home’, https://www.the-a
mbient.com/guides/samsung-smartthin
gs-guide-smart-home-163, accessed 202
3.07.18.



AR KW T3 =14 (2023, 10)

799

(X X2 70)

71 9 9 (Youngduk Kim) 3%

20169 29 STARtstw Axpgaty) £

2022L4 39~aAl: vejfetn guw ey A
A Ho}) [oT, B3, Felo| 54 wel WEY=a

3 9 A (Wonsuk Choi) £413]4

2008”‘ A AARH 3t 24

20134 24 weldisty AR Ry i &

2018 84: vt A HH S5kl ‘i} = 104

20184 99~2020 24 g w Zqiiicﬂ:ﬁ AL

2020 3€~20234 29: ATy [T§3FsH ﬁ-’?—

2023”1 29~ g AR P INY Fug
/\lk'o];> Al /H Eo]- x]-Ex]— y_o]. 01-1 zeed

o] & ¥ (Dong hoon Lee) 413

1983‘3 8y ae{tfst A} £

19874 12%: Oklahoma University %4t} 4"} =4
1992 59: Oklahoma University $4Fst} uba} 24
19934 3¥~19974 294 wajujsw Aty 2w
19974 3¥~20014 294 wejujgw HAxbsty FLws
20014 39 ~&A): gt AR R sojshe] wa

(FA R b5 ZREF ofsol& USNe|E, 7] 23 oJwA o+ PET7|&






